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ADVANCED GRID 
SAFETY AND SECURITY

Technology is advancing in every area of our lives, and Xcel Energy is using 
digital technology to help bring you cleaner, safer, more reliable energy. The next 
generation of our energy grid—the advanced grid — will help us serve you better. 
Xcel Energy will install smart meters at customer homes over the next five years as 
part of building the advanced grid.

New, smart meters are an important part of building this advanced grid. Smart 
meters are not new to the electric utility industry as there are nearly 98 million 
smart meters already in place across the U.S. Xcel Energy will use smart meters 
to improve the customer experience and advance our utility operations. Since the 
technology is new to Xcel Energy customers, we want to make sure you know there 
are no health or safety concerns related to smart meters.

Understanding Radio Frequency Technology
Smart meters use radio frequency technology, but with significantly lower radio 
frequency levels than cell phones, most home appliances and WiFi routers. 
Xcel Energy’s smart meters will emit radio frequency lower than the Federal 
Communications Commission (FCC) guidelines established to protect the public. All 
Xcel Energy meter systems are fully authorized, licensed and in compliance with the 
FCC’s guidelines.

Quick Facts about Safety and Security
Customers will control how they use electricity. 
Smart meters will provide advanced measuring and troubleshooting features. These 
meters will not control your appliances or other items in the home. In the future, 
these meters will help you to understand what appliances are using the most energy, 
giving you transparency and more control over your energy usage.

Security you can trust. 
We provide security you can trust. Energy use data will be securely transferred 
electronically from the smart meter, eliminating the need for manual meter reading 
or estimates, which also helps reduce cost. Protecting your data is extremely 
important to us. We use multiple layers of defense to ensure all data is secure and 
protected. Energy use data will be securely transferred electronically from the smart 
meter, eliminating the need for manual meter reading or estimates, which also helps 
reduce cost. More information on Xcel Energy’s Privacy Policy can be found on  
xcelenergy.com.
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There are no health concerns with smart meters. 
No evidence has been found of smart meters causing health issues. There are 98 
million smart meters already installed in the United States that meet or exceed the 
FCC requirements. Many of the components in smart meters are the same as what’s 
inside existing meters. The RF signals emit the same type of low-energy radiation that 
most of us are exposed to every day from WiFi, Bluetooth, and cell phones. According 
to the American Cancer Society, RF radiation does not cause cancer. RF radiation does 
not have enough energy to remove charged particles, such as electrons, and therefore 
is too weak to damage DNA or cause health complications.

The resources linked below offer additional information on Radio Frequency and 
Advanced Metering Infrastructure:

•	 Electric Power Research Institute, A Perspective on Radio-Frequency Exposure 
Associated with Residential Automatic Meter Reading Technology 

•	 Electric Power Research Institute, Radio-Frequency Exposure Levels from Smart 
Meters: A Case Study of One Model

•	 Edison Electric Institute, Smart Meters and Your Health

•	 American Cancer Society, About Smart Meters

•	 Smart Energy Consumer Collaborative, Radio Frequency Fact Sheet

•	 Smart Energy Consumer Collaborative, Myths vs. Facts: The Truth about Smart 
Meters Fact Sheet

•	 California Council on Science & Technology, Health Impacts of RF Exposure from 
Smart Meters

•	 FCC Office of Engineering and Technology, Radio Frequency Safety Frequently 
Asked Questions

https://www.epri.com/#/pages/product/000000000001020798/?lang=en-US
https://www.epri.com/#/pages/product/000000000001020798/?lang=en-US
https://www.epri.com/#/pages/product/1022270/?lang=en-US
https://www.epri.com/#/pages/product/1022270/?lang=en-US
https://irea.coop/wp-content/uploads/2017/10/EEI_SmartMetersYourHealth.pdf
https://www.cancer.org/cancer/cancer-causes/radiation-exposure/smart-meters.html
http://smartenergycc.org/wp-content/uploads/2012/01/SGCC-Radio-Frequency-Fact-Sheet.pdf
https://www.whatissmartgrid.org/hifi/files/smart-grid-101/fact-sheets/myths-vs-facts-the-truth-about-smart-meters/SGCC_Myths_vs._Facts_Fact_Sheet.pdf
https://www.whatissmartgrid.org/hifi/files/smart-grid-101/fact-sheets/myths-vs-facts-the-truth-about-smart-meters/SGCC_Myths_vs._Facts_Fact_Sheet.pdf
https://ccst.us/wp-content/uploads/2011smart-final.pdf
https://ccst.us/wp-content/uploads/2011smart-final.pdf
https://www.fcc.gov/engineering-technology/electromagnetic-compatibility-division/radio-frequency-safety/faq/rf-safety
https://www.fcc.gov/engineering-technology/electromagnetic-compatibility-division/radio-frequency-safety/faq/rf-safety
https://www.epri.com/#/pages/product/000000000001020798/
http://files.www.whatissmartgrid.org/smart-grid-101/fact-sheets/myths-vs-facts-the-truth-about-smart-meters/SGCC_Myths_vs._Facts_Fact_Sheet.pdf
https://www.epri.com/#/pages/product/1022270/
ftp://ftp2.cpuc.ca.gov/PG&E20150130ResponseToA1312012Ruling/2010/11/SB_GT&S_0303850.pdf
https://irea.coop/wp-content/uploads/2017/10/EEI_SmartMetersYourHealth.pdf
https://www.cancer.org/cancer/cancer-causes/radiation-exposure/smart-meters.html
https://www.smartgrid.gov/files/NIST_SG_Interop_Report_Postcommentperiod_version_200808.pdf
http://smartenergycc.org/wp-content/uploads/2012/01/SGCC-Radio-Frequency-Fact-Sheet.pdf
http://ccst.us/publications/2011/2011smart-final.pdf

